Abstract-In this paper we propose a communication protocol for Radio Frequency Identification (RFID) systems that is based on the tags responding only to authenticated readers, otherwise tags always maintain RF silence. The protocol is practical from a deployment point of view and it not only meets the formal definitions of strong privacy and untraceability, but also addresses most, of the concerns raised by privacy advocates on behalf of consumers. Both passive and active RFID systems can use this protocol, and with slight modifications it can also be used on wireless-sensor networks. The protocol is expected to more efficiently utilize the RF spectrum by minimizing tag and reader collisions and as a result it should be possible to accommodate more readers and tags in a given area.
local, no global database is required in the backend to authenticate messages, and so an unlimited number of readers and tags can be added to the system without compromising the availability, security and performance of a global database.
2) The protocol can be used in both active and passive RFID systems. 3) Reader and tag commands (opcodes) in the protocol can be easily extended to give the system more functionality. For example, tag commands can be added to enable tags to act as interfaces between wireless sensors on a tagged item and the network monitoring these sensors. 4) The protocol has an option to turn off the security and privacy-preserving features and so allowing for protocol extensions that are backward-compatible with today's insecure protocols for passive RFID systems. The rest of the paper is organized as follows. Section II looks at some related work. In Section III we examine the notion of privacy and propose a working definition of privacy that we believe is very broad and can be used in developing a privacy-preserving RFID protocol. Next we discuss the assumptions and design principles that we adhered to in the development of the protocol. In section IV we present the details of our protocol, beginning with the protocol layers and describing the principal algorithms, and then presenting the full protocol. In section V we analyze the protocol using a formal model and show that devices using this protocol are untraceable. We also look at anti-collision systems and scalability in relation to our protocol. We conclude the paper in Section VI.
II. RELATED WORK
In recent years there has been a significant increase in research focused on RFID security and privacy, as evidenced by the number of papers published on the subject [1] . Juels presented a comprehensive survey covering most of the mainstream research initiatives on RFID security [2] . Avoine in [3] defined the notions of existential and universal untraceability in a very general and flexible way; he then went on to propose formalism for traceability. This formalism allows for a rigorous analysis of the privacy-preserving or untraceability features of RFID protocols. Juels and Weis proposed a simpler, but less flexible definition of RFID privacy; they then used this definition to highlight the vulnerabilities in some proposed privacy-preserving protocols [4] .
Engberg et al. proposed a "zero-knowledge" RFID security and privacy protocol [5] , where the tag only responds to authenticated readers. However, Engberg et al. did not provide sufficient details on how their protocol works and on how the shared secret keys were managed, in order to A Scalable, Privacy-Preserving and Secure RFID Protocol Charles Mutigwe, Farhad Aghdasi, and Johnson Kinyua enable their model to be subjected to a detailed formal analysis. The vulnerabilities within the Engberg et al. protocol are outlined in [2] and [4] . RFID security protocols can be classified as online or offline. Online protocols require a global database networked to the reader(s) for tags to be authenticated, while offline protocols have no need for such a database. Our protocol is an offline protocol and it is similar to that of Engberg et al. however; it addresses all the vulnerabilities mentioned in [2] and [4] . Furthermore, of the four stages in RFID tag lifecycle [5] ; (1) supply chain management, (2) in-store and point-of-sale (POS), (3) customer control and aftersales servicing, and (4) recycling and waste management, the Engberg et al. protocol only addresses stages (2) and (3), while our protocol addresses all the lifecycle stages.
Avoine and Oeschslin demonstrated that RFID privacy cannot be viewed as an application layer problem only, but should be addressed as a multi-layer problem [6] , and this is our approach in this paper.
III. PRIVACY AND SECURITY IN A WIRELESS ENVIRONMENT
Today's passive RFID systems, like the original versions of the World Wide Web, were not designed with security and privacy in mind. With the Internet, individuals could choose not to use offending applications of the technology. However the fear with RFID technology is that when item-level tagging is more widely adopted consumers will not be presented with a choice. In this section we look at the question of privacy and then outline the positions we took in designing our protocol.
A. What is Privacy?
Protecting the privacy of persons or enterprises in possession of RFID tagged items requires that we have a common interpretation of what we mean by the concept of privacy. At the personal level, the notion of privacy can best be captured by studying the answers that an individual gives when presented with a situation in which they are a participant and are then asked to create a list of persons who should not have any knowledge about them in that situation [7] . Based on these lists we come to the conclusion that the notion of privacy is contextual. Furthermore, if this exercise were conducted in different parts of the world we would find that this notion is defined differently in other cultures and thus privacy is protected differently by the legal structures in those societies [8] . Solove [9] discusses several other conceptions of privacy and highlights the shortcomings in each one.
A related concept that is of particular concern to the RFID privacy discussion is that of 'privacy in public', which deals with the issue of whether individuals can expect privacy when they knowingly or unknowingly expose information about themselves in public spaces. An example of this is illustrated by a scenario where all the items in a store are tagged with an EPCglobal Class 1 tags and a shopper purchases some items and the tags on the purchased items are not de-activated. When the purchaser leaves the store and walks in the public areas, should they expect privacy regarding their purchases given the fact that the tags on the items will respond to any interrogator operating at the appropriate frequency? Courts in the United States have tended to take the view that there can be no "reasonable expectation of privacy" with regards to information that one exposes in a public area [10] . Now, those wishing to develop privacy-preserving RFID solutions are presented with the challenge of protecting an ill-defined concept, but one that is very real to prospective end-users. The best solution is one that takes the broadest view of this concept; unfortunately this will most likely be the most costly option, in terms of direct costs. In this paper we take the broadest view of this concept and attempt to define privacy as the freedom from unlicensed observation of and interference with one's personal space. This personal space consists of: (a) the physical, emotional or spiritual state of the individual, (b) any records held by other parties describing or identifying the individual, and (c) the individual's relationships and transactions with other parties. Given the levels of current concerns about privacy in RFID systems, we are of the opinion that the direct costs incurred by adopting the broadest view will be offset by the increased trust from end-users and wider market access for these more trusted systems.
B. Design Principles
The following principles form the foundation of our protocol.
Anonymity: Privacy in an RFID communication channel can be preserved by ensuring that each message exchanged between the tag and the reader appears as a random encrypted message to any eavesdropper. In this way the reader and tag cannot be identified based on the messages that they exchange; that is they are anonymous. This process of anonymizing can be achieved by having the transmitting party, for each outgoing message; generate a nonce, append the nonce to the message, encrypt the message, and then transmit the encrypted message. This guarantees that the messages sent out by the transmitting party are random, and satisfies Juels and Weis' definition of strong privacy [4] . The receiving party decrypts the messages using a shared key, in the case of systems using symmetric key cryptography, and then extracts the original message.
Juels and Weis' definition of strong privacy [4] and Avione's definition of 'untraceability'(Universal-UNT) [3] both assume that multiple entities are transporting tagged items. In those circumstances where a single entity is transporting a tagged item, then the notion of preserving privacy through anonymity fails to hold, for in this case the entity can be tracked using its un-decrypted responses to reader queries. Furthermore, using a network of two or more readers the entity's exact location can be determined by triangulation.
In our protocol each transmitting unit will act as an anonymizing agent by employing the techniques outlined above, however we have added features to help deal with the limitations discussed above.
RF Silence: Communication in our protocol will be initiated by the reader. The tags will only respond to authenticated readers, while the readers will acknowledge or respond only to authenticated tags. As outlined in the section on anonymity, each message from the reader or tag is anonymized and encrypted using a shared secret key to secure the communications.
Maintaining RF silence to any un-authenticated inquiry, addresses the limitation with the anonymizing-only protocols when only one tagged item is present in a given environment or a single person at a given location has tagged items. Communicating only with authenticated readers, allows for addressable communication between the reader and the tag, using a ReaderID and a TagID, once a secure channel has been established. An equally important advantage of our protocol is that it will allow the RF spectrum to be utilized more efficiently, by minimizing random broadcasts by tags.
Engberg et al. [5] proposed a protocol that was similar to this one, however their anonymizing process was dependent on a timestamp and as outlined by Juels and Weis [4] this creates vulnerability with this protocol. Our protocol is not dependent on any timestamps for authentication or anonymizing. Although it is not detailed in our protocol, its implementation can include power analysis countermeasures, to ensure that silence at the logical layer is translated to RF silence. This latter requirement will address the second concern that Juels and Weis raised with the Engberg et al. protocol [4] .
The key management mechanism used to assign and transfer the shared keys will be outlined in the Tag Ownership and Transfer section. In our protocol we have allowed for the capability to turn-off the RF silence capability through our key management mechanism for those environments where promiscuous tags and tree-based anti-collision algorithms are advantageous.
Tag Ownership and Transfer: In our protocol the entity or person that is in legal possession of the tagged item owns the secret key or PIN that a reader must have in order to be able to communicate with the tag. Before transferring a tagged item to a new owner, the current holder has the obligation of updating the PIN on the tag, using the protocol's PIN Update command, to a new unique PIN that will only be available to the new holder.
In a retail setting we envisage this key management mechanism being implemented in one of two ways at the Point-of-Sales (POS). The first option is for shoppers using cash for their purchases, when the item has been paid for, before it is bagged and/or handed back to the customer, the PIN on the tag is updated with the receipt number. Receipt numbers may also be encoded in a bar code to assist with the handling of returns or other home post-purchase RFID appliances. The second option is for those shoppers using swipe cards or wireless payments. In this case, the process is the same as in the first option, except that the receipt number will not be used. In this case part of the credit or debit card number will be used to generate the PIN. An example would be to construct the PIN using only the digits on the even positions in credit or debit card number. With this option at-home post-purchase RFID appliances only need to have their PIN entered once and for returns the consumer doesn't need to bring in a receipt, they just need to take the return item in together with the card that was used to make the purchase. Using the newly-launched NFC-enabled cards or mobile devices, such as the payWave card by Visa [11] , payments and tag PIN updates can all be done wirelessly. These wireless PIN updates address a criticism of the of PIN-based RFID access control systems raised by Juels [2] . Consumers should be notified on the receipt or otherwise at the POS what the PIN for their purchases is.
In an enterprise setting the key management mechanism will be simpler; the initial PIN and the procedures for transmitting new PINs will all be setup at the launch of any partnerships.
An added advantage of this key management scheme is that a tag holder can transfer ownership of the tag to another party, while ensuring that past tag history remains private. The new tag owner can update the PIN as often as they wish if they have the means.
Invariance of Privacy Expectations: In the development of our protocol we adopted the principle that given two similar situations, where privacy is a concern and RFID technology is being used in one situation, while another technology is being used in the other, then RFID technology should not be expected to provide for more privacy that the other technology.
While every effort has been made in our protocol to address concerns raised by privacy advocates, such as the Privacy Rights Clearinghouse [12] , the principle adopted above will at times be at variance with the positions taken by some privacy advocates. As an example, we consider the case of in-store tracking, where the Privacy Rights Clearinghouse takes the position that consumers in the store must consent to RFID tracking, however no such restrictions exist for in-store video surveillance, which when combined with image recognition software can be more revealing, or for the use of cookies and other tracking tools in online stores. In our protocol, the only way one can prevent tracking is if they own the tag and hence the PIN, in the case of in-store tracking the entity in legal possession of the tag is the store, that changes once the item is purchased and then the store can no longer track that item unless it is returned by the purchaser.
C. Assumptions
In developing the protocol we made the following assumptions:
Physical Security: We assumed that the tagged items were physically secure. Should the physical security be compromised then our protocol can no longer guarantee that privacy will be preserved going forward. For example, the attacker can attach a hidden tag to the item that operates at a non-standard frequency and thus track the tagged item. To help secure the PIN in the case of brute force attack, we have implemented a throttling feature in the protocol where the wait time before a new query is processed increases exponentially with each failed authentication query.
Secure Channels: The channel between the reader and the PIN capture system, labeled 1 in Fig. 1 can use a wired or wireless interface. We assumed that this channel is secure. The memory channel, labeled 4 in Fig. 1 , is secure based on our protocol, and as we will show this channel can only be accessed by an authenticated reader. All the other channels were assumed to be insecure. 
Security Model:
In this paper we adopted as our security model Avoine's adversarial model [3] ; it is in our view the most flexible RFID security model and most of the other models tended to be subsets of it.
IV. PROTOCOL DETAILS
Our proposed scheme at the top level can be viewed as a set of hierarchical layers. Details of these layers are presented below, along with the algorithms used to implement the core functions. An outline of the complete protocol is presented at the end of this section.
A. Protocol Layers
Our protocol is based on the three layer stack shown in Table I . Each layer interacts directly only with the layer immediately beneath it, and provides facilities for use by the layer immediately above it. The receiver first checks to determine if the security feature is turned on and if it is, the incoming message is checked against a set of recently received protocol initiation messages, if the message is a duplicate (potential replay attack), it is discarded and the throttling function is called, else the message is decrypted and then the 'random' message and MAC are extracted. The receiver then generates the MAC of the 'random' message, using its PIN and compares its MAC to the extracted MAC. Details of the authentication process are shown in Algorithm 2.
Layer 3:
The communication layer manages the session between the reader and the tag. Tags can only engage in one session at a time, while readers can be engaged in multiple sessions simultaneously. Reader-tag communication is addressable, that is, for each session the tag knows which reader (based on the reader ID) it is communicating with and similarly the reader knows which tag (based on the tag ID) it is communicating with. The message received from the security layer is parsed and (a) the transmitter's ID is used to determine whether this is a response from a valid transmitter or not (b) if the transmitter is valid, the command to be performed is extracted and tested to determine if it is a valid command given the status of the session, Table II shows the list of commands. For wireless sensor networks additional reader and tag commands may be added to the list shown in Table II , to allow the tag to act as an interface between the reader and the sensor.
Session management algorithms for the tag and reader are presented in Algorithm 3 and Algorithm 4, respectively. 
A. Complete Communication Protocol
Let i and j denote the number of the protocol session and number of the authentication session for the reader, respectively. Similarly, let s and t denote the number of the protocol session and number of the authentication session for the tag, respectively. Let ij n be the nonce for the outbound message from the reader and i k be the reader's secret key (PIN) for the protocol session. An outline of how all the core functions of the protocol are related is presented in Fig. 2 .
In this section we formally analyze the protocol and also highlight its anti-collision and scalability features.
B. Analysis
Here we will demonstrate that our protocol is both privacy-preserving and secure, except in those circumstances where the tag owner sets its PIN to off k . This exception was provided to enable RFID systems using our protocol to be backward-compatible with systems that have no security, such as today's RFID systems that use EPC Class 1 tags. We will analyze our protocol using Avoine's adversarial model [3] . In this model, the attacker is represented by an adversary A and the RFID system is represented by a Challenger. The tag T and the reader R can each run several instances of the RFID protocol P . We define an interaction I as a set of executions on the same tag at a time when A is in a position to physically identify it. T . The advantage of A for a given protocol P is defined by:
where the probability space is over all the random tags. Below we show that our protocol is Existential-UNT-QSE, implying that it is Universal-UNT-QSE. We also show that it is Universal-UNT-R, implying that it is Universal-UNT-QSER.
In our protocol the information sent by the tags and the readers gives no useful information to an attacker, since they cannot distinguish it from any random numbers. In step 5 of the Existential Untraceability experiment, due to RF silence for unauthenticated messages,
T is a guess between two equally likely alternatives and
. Consequently, our protocol is Existential-UNT-QSE. The protocol by managing each session between T and R , and storing recent successful protocol initiation queries is also resistant to replay and "man-in-the-middle" attacks.
Now Existential-UNT-QSE → Universal-UNT-QSE and if an attacker tampers with the tags and obtains its PIN, i.e. uses the Reveal oracle, our protocol through the key management mechanism will not allow the attacker to track all the past events of the tag, meaning that our protocol is Universal-UNT-R. Since the protocol is Universal-UNT-QSE and Universal-UNT-R, therefore the protocol is Universal-UNT-QSER.
A. Collisions
For tag anti-collision our protocol uses a modified version of the slotted ALOHA protocol [13] . It is expected that our protocol will result in fewer tag collisions, since there will be less traffic on the forward and backward channels shown in Fig. 1 . Tags and readers will only respond to transmitters with the same PIN, and even in those circumstances where there are multiple readers with the same PIN at a given location, once a tag establishes a session with a reader it will only communicate with that reader and will not respond to other readers even though they share the same PIN.
Multiple readers at a given location can be setup to query tags in a round-robin fashion in order eliminate reader collisions and to increase the read throughput of tags.
B. Scalability
Online protocols generally suffer from the problem that they do not scale well as the RFID system grows because: 1) The computational resources, including network bandwidth, needed by the backend database grows as the number of readers and tags in the system grows. 2) A single, central database is required to track the tags from manufacture to disposal and this does not allow for disparate users and systems to use the RFID application in a flexible way. Users are presented with an "all or nothing" proposition.
3) The availability of the database presents a single point of failure, if the database is unavailable for whatever reason, then the entire system fails. In our protocol each reader, key-capture device, and set of tags constitutes a stand-alone secure, privacy-preserving RFID system that does not need a backend database and so can be deployed in an ad-hoc fashion.
Furthermore, items tagged using our protocol do not assume that the end-user will use the tags in their system. End-users are presented with the option to use the tags if they have the infrastructure, and if not the tags will remain silent and thus not expose them to unsolicited risks, as some tagged items currently do.
VI. CONCLUSION
A discussion on the conceptions of privacy was presented and from this discussion a working definition of privacy was developed. Based on the privacy definition, the design goals and assumptions for the proposed protocol were then presented. A zero-knowledge-based communication protocol for RFID systems was then developed. The primary feature of the protocol is that tags only responding to authenticated readers, otherwise tags always maintain RF silence.
A potential avenue for future research is to explore the relationship between the end-users cultural or contextual privacy preferences and the rate of RFID technology adoption. Another avenue is to conduct experiments to test the assertion that our proposed protocol will utilize the RF spectrum more efficiently than existing broadcast RFID protocols, due to the addressable nature of communications in our protocol.
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